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Data security is a core principle of Inference Data’s business and operations. Inference has been de-
signed and implemented with stringent measures to prevent security breaches or compromises of cli-
ent data at the application, network and physical layers - including:

ACCESS & USER LEVEL SECURITY

Inference has integrated multiple levels of user access security including field, feature and group levels.
Field level security enables administrators to customize the specific fields individual users can see and
have access to. This feature allows different parties to only see the fields to which they have access
rights to, while still enabling certain fields to be shared amongst users and groups. These settings are
customizable at both the repository and user levels.

Inference also utilizes “closed user groups”. This security feature allows administrators from different
firms, or from corporate counsel, to configure which users and features will be visible from within the
same repository, including advanced features such as Clustering and Shared Queries. Moreover, Infer-
ence employs function level security to enable or disable certain features for those users who should
not have certain levels of access or feature rights.

Case objectives regarding field, user and group level security are addressed at the time of site consul-
tation and set up to ensure that security preferences and requirements are deployed appropriately.

APPLICATION LEVEL SECURITY

e Secure access transaction via VeriSign SSL 128bit encryption
e Secure access by IP address identification
e Real-time virus protection on all servers

PHYSICAL INFRASTRUCTURE

N+1 secure and SAS 70 Level co-location facilities

Regularly tested security building and data center access
Fully redundant firewall protection

Application data separation via firewall access control lists
Daily secure system back-up

24-hour intruder detection monitoring

Redundant power and environment systems

Active facility and server monitoring management

Card key and biometric security levels for data center access

As part of our security standards, we do not publish specific details of architecture, equipment, or soft-
ware versions. Inference Data’s technical team is available to discuss security specifics with the appro-
priately qualified individuals for detailed reviews.
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